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Scenario 1 - Nadine and the unsuccessful application
Nadine, 16 years old, applied to a local company for an apprenticeship as an insurance saleswoman. She was thrilled to be invited for an interview. Now, when the head of HR for the insurance company is sitting across from her, Nadine has thousands of questions running through her head: Do I look nervous?  Am I dressed appropriately? Have I read enough about the company? The first ten minutes of the conversation go quite well, but then the HR manager suddenly confronts Nadine with rather unpleasant photos. These show Nadine in an intoxicated state. She is quite scantily dressed and dancing on a bar table with a beer bottle in her hand. The hiring manager explains that he looked for her name on the Internet and came across the pictures on a photo platform. He wants to know if she behaves like this often, in her spare time. “I only put the photos on the web a few days ago,” thinks Nadine, shocked, and can't utter a word. It looks like she will have to forget about her much desired apprenticeship.

What happened? (briefly summarise)
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What did the person do wrong?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What would you do differently?
___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Scenario 2 - Stefan in love
13-year-old Stefan fell completely in love with his classmate Ines. At school, he doesn't dare to speak to Ines, but he knows that she belongs to a certain online community. To be closer to his beloved, Stefan also registers there. “Maybe she'll fall in love with me too, if she knows more about me,” thinks Stefan and therefore adds lots of private details and photos to his profile. After having messaged Ines in the community several times, he finally gains the courage to confess his love in an entry on Ines’ profile wall. He signs his languishing vows of love with "Your cuddly bear" - because Stefan once read somewhere that this goes down well with women. He's sure that nobody who knows him will also see it. After all, none of his friends are registered in the community. A few days later, Stefan goes to soccer training as usual - but something is different today than usual: His training colleagues greet him with a big grin, some whisper behind him and one finally pats him on the shoulder with the words: “Well, cuddly bear, how are we today?". Everyone bursts out laughing. When Stefan looks at the “bulletin board” of the soccer club, everything suddenly becomes clear to him and he would like to sink into the ground in shame: In front of him is an enlarged copy of his love confession to Ines from the online community!
What happened? (briefly summarise)
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What did the person do wrong?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What would you do differently?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Scenario 3 - Adina and the expensive bill from China
15-year-old Adina spends several hours a day in her favourite chat online, where she has already made many nice acquaintances. For a few weeks she has been chatting with “Michael”, 17 years old. The two have already chatted so much - also about private matters – so Adina is not a bit suspicious when Michael asks her for her access data for a certain online auction house. He would like to have a look there, but must be logged in to do so. "Friends help each other," says Adina and willingly gives her chat partner the login data. That was the last time that Adina heard from Michael - and on top of that, a Chinese mail order company now wants 350 euros from her and threatens legal action. Michael bought several items there through the auction house with Adina's account and left Adina to pay the bill!
What happened? (briefly summarise)
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What did the person do wrong?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What would you do differently?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


Scenario 4 - Tarik in need of an explanation
Tarik, 13 years old, gets a call in the afternoon from his friend Paul, who invites him to go swimming. But Tarik doesn't feel like going, so he makes an excuse, telling him that his grandma is visiting and that he doesn't have time. After the conversation, Tarik swings in front of his computer again and unsuspectingly writes in the status message on his community profile: "I'm at home and cracking  the next level of World of Warcraft". Half an hour later, Tarik receives an insulted text from his friend, it says, “If you prefer to play WoW, just say so. You don't need to lie to me. I thought we were friends” Tarik hadn't even thought that Paul could read the status message! Now he has to come up with something to make amends.
What happened? (briefly summarise)
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What did the person do wrong?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What would you do differently?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Scenario 5 - Sascha’s disastrous internet past
Sascha is now 29 years old, he has a degree in business administration, a responsible job in an international technology group, a harmonious relationship with his girlfriend Bridget and a chic shared apartment. In short, he lives the life he has always imagined. A few years ago, however, it was very different. Sascha lacked purpose in life, he hardly had any friends and was always at home in front of his computer. Back then, he was posting a fair bit of nonsense on the internet and engaging in senseless online discussions and activities. “A crazy time”, Sascha thinks today and is happy that his life is different now. But suddenly his internet past seems to be catching up with him. Firstly, Sascha is summoned to his boss, who shows him some internet printouts from an activist forum and asks for an explanation. More than seven years ago, Sascha wrote a very critical article about multinational companies in which he also sharply attacked his current employer. His boss, of course, finds it less funny ... And as if that wasn't enough, his girlfriend asks him for a serious conversation a little later. She has received a tip off from a friend that Sascha was registered on an online singles forum, looking for blonde, busty women. "That was all tens of years ago," says Sascha, desperate about his mess and upset about everything he put on the Internet earlier and why he didn't delete it …
What happened? (briefly summarise)
_________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What did the person do wrong?
_________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What would you do differently?
_________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Scenario 6 - Sabine and the defaced profiles
13-year-old Sabine shares everything with her best friend Karen. Karen knows Sabine's most embarrassing photos, her diary, her love letters to Marc and even her access data for various online communities. “My best friend can know everything about me, there's nothing bad about it,” thinks Sabine. But then there is a big argument between the two girls - of course it's about a guy. Karen ends her friendship with Sabine and makes plans to really wipe out the "stupid cow". She logs into various online communities with Sabine's access data and fills the profiles of her former best friend with lots of untruths - as a "bonus" she also quotes embarrassing passages from Sabine's diary and puts a totally terrible first communion photo online that Sabine once sent her. Sabine is really annoyed and cannot delete the new profile content immediately as Karin has changed all her passwords. When Sabine discovered the defaced profiles, she was shocked and angry- if only she hadn't passed on her secrets!
What happened? (briefly summarise)
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What did the person do wrong?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
What would you do differently?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


Scenarios adapted from https://www.klicksafe.de/fileadmin/media/documents/pdf/unterrichtsmaterialien/Schulmaterial_Schutz_der_Privatsphaere_im_Internet.pdf

